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Paul Rosen, a former federal prosecutor and chief of staff at the Department of
Homeland Security, is a partner in the firm’s White Collar & Regulatory
Enforcement, Privacy & Cybersecurity, and Government Contracts groups. Paul
is also co-chair of Crowell & Moring's National Security practice. The Daily
Journal recently named Paul to its 2020 list of “Top White Collar Lawyers,”

which recognizes a small group of leading white collar lawyers in California.

With more than a decade of legal, policy, and management experience across
all three branches of government, Paul represents corporate and individual
clients in federal and state criminal and civil government investigations and
enforcement actions, internal investigations, cybersecurity and data privacy,
trade and cross border issues including sanctions, national and homeland
security, and litigation matters. Paul also advises clients on all aspects of crisis
management, from responding to subpoenas and search warrants to cyber-
attacks and Congressional inquiries.

Prior to joining Crowell & Moring, Paul served in several senior leadership roles
within the DHS, including most recently as chief of staff. In this role, Paul
managed for the secretary the operational, organizational, policy, and legal
needs for the third-largest department of government, with 230,000
employees, a $60 billion budget, and 22 component agencies. Among the
agencies he oversaw included the National Protection and Programs
Directorate (now the Cybersecurity and Infrastructure Security Agency, or
CISA), Customs and Border Protection, Secret Service, Transportation Security
Administration, Immigration and Customs Enforcement, Domestic Nuclear
Detection Office, Federal Emergency Management Agency, and U.S. Coast
Guard, among others.

Paul supervised DHS’s response to some of the most sensitive and complex
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challenges facing the government, including civil and criminal investigations and litigation, regulatory matters,
Congressional oversight, public relations, and crisis management. He advised the secretary and the White
House on counterterrorism; cyber, data security, and incident response; border, aviation, and maritime
security; trade and customs violations; immigration; nuclear weapons detection; national security risks
associated with foreign investments in connection with the Committee on Foreign Investment in the United
States, or CFIUS; federal disaster response; critical infrastructure; financial crimes; and other criminal law
enforcement and homeland security matters.

In recognition of his work, DHS Secretary Jeh Johnson awarded Paul the DHS Distinguished Service Medal, the
highest honor bestowed by the secretary to recognize exceptional and transformational public service. He is
also a recipient of the Director’s Distinguished Service Award from the Secret Service.

Paul also served as deputy chief of staff and senior counselor to the secretary, and chief of staff at U.S.
Immigration and Customs Enforcement. In these roles Paul worked extensively with other federal agencies,
including the Departments of Justice, Treasury, and Defense, the FBI, and intelligence community on some of
the most highly publicized global security and terrorist threats.

In addition to his work at DHS, Paul served for more than four years at the U.S. Department of Justice,
including as a federal prosecutor in the U.S. Attorney’s Office for the Eastern District of Virginia and in the
Department of Justice Criminal Fraud Section. He prosecuted financial crimes, including securities fraud, bank
and mortgage fraud, FCPA, money laundering, insider trading, corruption, bankruptcy fraud, and government
and procurement fraud. In recognition of his work as a prosecutor, in 2012 the Council of Inspectors General
on Integrity and Efficiency recognized Paul with its Investigations Award for Excellence.

From 2006 to 2009, Paul served as counsel to then-U.S. Senator Joseph R. Biden, conducting oversight
investigations and advising on civil and criminal law policies and legislation confronting the Senate Judiciary
Committee, including intellectual property rights, antitrust and bankruptcy law, narcotics and firearms laws
and the federal sentencing guidelines. He also served as Staff Director to the Senate Caucus on International
Narcotics Control. Prior to that, Paul was a law clerk to the Honorable Gary Allen Feess, U.S. District Judge for
the Central District of California.

Paul is a Board Member at Bet Tzedek Legal Services and the Association of Business Trial Lawyers, and a
member of the Pacific Council on International Policy. Paul has served as guest lecturer and speaker at
Harvard’s John F. Kennedy School of Government and at the University of Southern California’s Gould School
of Law and undergraduate college, and from 2017 to 2019 Paul also served as a Homeland Security Project
fellow at Harvard's Belfer Center for Science and International Affairs.

Admissions/Affiliations

Admitted to practice: California, District of Columbia, U.S. District Court for the Central District of California,
U.S. Court of Appeals for the Ninth Circuit
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Awards and Recognitions

e Southern California Super Lawyer in Criminal Defense: White Collar, 2019-2021

e Top White Collar Lawyers, The Daily Journal, 2020

e Law360 Distinguished Legal Writing Award, The Burton Awards, 2018

e Cybersecurity & Data Privacy Trailblazer, The National Law Journal, 2017

e Cyber Security Attorney of the Year, Leaders in Law Award, Los Angeles Business Journal, 2017
e Distinguished Service Medal, U.S. Department of Homeland Security, 2017

e Director’s Distinguished Service Award, U.S. Secret Service, 2017

e Investigative Award of Excellence, Council of Inspectors General on Integrity and Efficiency, 2012

Professional Activities and Memberships

e Contributor, Forbes.com

e Fellow, Harvard Kennedy School, Belfer Center for Science and International Affairs, The Homeland
Security Project

® Guest Lecturer, "Mitigating and Managing a Crisis," John F. Kennedy School of Government, Harvard
University, 2017-2019

e Pacific Council on International Policy, Member

e Board Member, Federal Bar Association, Los Angeles Chapter, 2009-present

e Co-Chair, Science & Technology Section, Homeland Security Committee, American Bar Association
e Member, White Collar Crime Committee, American Bar Association

e Board of Directors, Bet Tzedek Legal Services

Education

e University of Colorado at Boulder, B.A. (2000) summa cum laude, Phi Beta Kappa
e University of Southern California, Gould School of Law, J.D. (2005) Order of the Coif

Speaking Engagements

e "Anatomy of a Cyber Incident," Investigations: Readiness and Response Webinar Series (April 30,
2021). Presenters: Kate M. Growley, Jeffrey L. Poston, Paul M. Rosen, Evan D. Wolff, and Matthew B.
Welling.

e '"Congressional Investigations & National Security," Investigations: Readiness and Response Webinar
Series (April 27, 2021). Presenters: Michael K. Atkinson, Caroline E. Brown, Adelicia R. Cliffe, James G.
Flood, Paul M. Rosen, and Byron R. Brown.
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e "A Deeper Look at Cross-Border Trade Shifts with Mexico," Los Angeles Chamber of Commerce and
Global Initiatives Council (August 19, 2020). Moderator: Paul M. Rosen; Council Chair: Nicole Janigian
Simonian.

e COVID-19 Investigations Q& A Webinar — “Preparation & Prevention — Addressing and Mitigating Key
Investigations Risks in the COVID-19 Era,” Crowell & Moring Webinar (June 24, 2020). Presenters:
Stephen J. McBrady, Natalie O. Ludaway, Paul M. Rosen, and Daniel L. Zelenko.

e "The COVID-19 Pandemic and Downstream Risk: What Companies Should Do Now to Protect
Themselves Against Government Investigations and Enforcement Later," Crowell & Moring Webinar
(April 7, 2020). Presenters: Thomas A. Hanusik, David B. Robbins, Paul M. Rosen, Gail D. Zirkelbach,
and Tiffany Wynn.

e "Confronting COVID-19: What Every Employer Needs to Know Right Now," Association of Corporate
Counsel Webinar (March 17, 2020). Presenters: Thomas P. Gies, Paul M. Rosen, Jackson C. Pai, and
Nicole Janigian Simonian.

e "COVID-19 Roundtable Discussion: Practical Guidance for Legal Departments, Business Leaders, and
Boards," Crowell & Moring Webinar (March 10, 2020). Presenters: Bryan Brewer, Jodi G. Daniel, Peter
Eyre, Laura Foggan, Thomas P. Gies, Paul M. Rosen, Nicole Janigian Simonian, Evan D. Wolff, and
Michelle D. Coleman.

e "What Will the New Year Bring for Government Contractors?" Crowell & Moring Webinar (January 29,
2020). Presenters: Crowell & Moring Government Contracts Group.

e "GDPR, CCPA, and other Hot Topics in Data Privacy," Silicon Legal Strategy, Santa Monica, CA
(November 12, 2019). Presenters: Jeffrey L. Poston, Paul M. Rosen, Maarten Stassen, Jarno Vanto,
and Heidi Waem.

e "CCPA Compliance 101: Preparing for January 1," ACC Southern California (October 7, 2019).

e "Nominations for the Top Acquisition Priorities (and Other Topics of Interest in 2019)," Crowell &
Moring's Ounce of Prevention Seminar (OOPS) 2019, Washington, DC (May 7, 2019). Moderator:
Monica DiFonzo Sterling; Speakers: Robert A. Burton, Lorraine M. Campos, and Paul M. Rosen.

e Cyber Forum 2019: A California Perspective from the Epicenter of Data Security and Privacy, Beverly
Hills, CA (February 26, 2019). Keynote Speaker: Paul M. Rosen.

e "The Lawyer as Public Servant," Celebrating Public Service, Los Angeles, CA (February 22, 2019).
Panelist: Paul M. Rosen.

e "Divided Government: What the Democrats’ Control of the House of Representatives Means for
Congressional Investigations and Business in 2019," Crowell & Moring Webinar (January 31, 2019).
Speakers: Kelly T. Currie, James G. Flood, Paul M. Rosen, Byron R. Brown, and Danielle Rowan.

e "FCPA, Anti-Corruption, and Cybersecurity-Compliance and the Law,” Webinar, Association of
Corporate Counsel, Financial Services Network (January 23, 2019). Co-Presenters: Paul M. Rosen and
Derek A. Hahn.

e "Bias Discussion: What's Different About #metoo?" 45th Annual Seminar, Maui, HI (October 12,
2018). Panelist: Paul M. Rosen.
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e "Legal, Compliance, Regulatory and Disclosure Issues," Cyber for Executives, Denver, CO (September
25, 2018). Presenter: Paul M. Rosen.

e “Cyber-Warfare: A View from Inside the U.S. Department of Homeland Security,” PAN Luncheon,
Beverly Hills, CA (August 15, 2018). Presenter: Paul M. Rosen.

e "Legal Landmines: How Law and Policy are Rapidly Shaping Information Security," Black Hat USA
2018, Las Vegas, NV (August 8, 2018). Panelist: Paul M. Rosen.

e "Can’t Touch This—or Can They? Government Searches, Privacy, and Cybersecurity in a Digital Age,"
2018 ABA Annual Meeting, Chicago, IL (August 3, 2018). Moderator: Paul M. Rosen.

e "Under Scrutiny: Contractors and Cybersecurity," OOPS 2018, Crowell & Moring's 34th Annual Ounce
of Prevention Seminar, Washington, D.C. (May 17, 2018). Presenters: Paul M. Rosen, Evan D. Wolff,
David Z. Bodenheimer, and Michael G. Gruden.

e "Speed to Market: The Race for Digital Transformation," Crowell & Moring Webinar (May 3, 2018).
Presenters: Kent A. Gardiner, Cheryl A. Falvey, Paul Rosen, Laura Foggan, and Kristin J. Madigan.

e "Managing an Information Security Breach: Regulatory and Reputational Considerations," SIFMA C&L
2018 Annual Seminar, Orlando, FL (March 21, 2018). Panelist: Paul M. Rosen.

e "Challenges in Cyberspace: The New Frontier," 2018 AIPAC Policy Conference, Washington, D.C.
(March 5, 2018). Panelist: Paul M. Rosen.

e "Keeping up with Cybercrime: State Actors, Private Hackers, and the State of Private and National
Cybersecurity," The 32nd Annual National Institute on White Collar Crime, San Diego, CA (February
28, 2018). Moderator: Janet Levine; Panelist: Paul M. Rosen.

e "Navigating Government Involvement During a Cyber Incident," ACC Foundation Cybersecurity
Summit, Washington, D.C. (February 6, 2018). Panelist: Paul M. Rosen.

e "Tracking Global Threats: The Role of the Intelligence Community," Pacific Council on International
Policy, Los Angeles, CA (January 30, 2018). Moderator: Paul M. Rosen.

e "Legal Ethics and Protecting Information from Cyber Attacks and Breaches," ABTL Lunch and Program,
Los Angeles, CA (January 24, 2018). Presenter: Paul M. Rosen.

e '"Targeting the Corporate Crown Jewels: A View from In-House Counsel," FBI/Fordham University
International Conference on Cyber Security, New York, NY (January 11, 2018). Moderator: Paul M.
Rosen.

e "The New Normal of Cyber Threats: Protecting Content in the Digital Age," Content Protection
Summit 2017, Los Angeles, CA (December 6, 2017). Speaker: Paul M. Rosen.

e "Consumer Protection: The Challenge of Achieving Regulatory Compliance and Meeting Customer
Expectations,” The 26th Annual National Seattle Conference on Cutting Edge Issues in Technology
Law, Seattle, WA (December 1, 2017). Panelist: Paul M. Rosen.

e "Cybersecurity for Contractors," Government Contracts "101" - Back to Basics, Washington, D.C.
(October 26, 2017). Presenters: Paul M. Rosen, Evan D. Wolff and Kate M. Growley.

e "Crisis Management: Prevention, Containment, and Survival," 2017 ISOA Annual Summit,
Washington, D.C. (October 18, 2017). Panelist: Paul M. Rosen.
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e "Cyberwar: What the New Threat Landscape Means for Media and Broadcast," International
Broadcasting Convention 2017, Amsterdam, Netherlands (September 15, 2017). Keynote Speaker and
Presenter: Paul M. Rosen.

e "Risk Management Keynote," 2017 Financial Services Expo, Irving, Texas (August 2, 2017). Speaker:
Paul M. Rosen.

e "The Future of Cybersecurity Policy in a Post-Trump America," Black Hat CISO Summit, Las Vegas, NV
(July 25, 2017). Speaker: Paul M. Rosen.

e "What Trump Means for Business," Crowell & Moring Webinar (May 24, 2017). Presenters: Angela B.
Styles, W. Scott Douglas, Paul M. Rosen, Evan D. Wolff, Thomas A. Lorenzen, Christine M. Clements,
Daniel Cannistra, and David B. Blair.

e "Hurry-Up Offense: Keeping Pace with Information Security and Privacy," OOPS 2017, Crowell &
Moring's 33rd Annual Ounce of Prevention Seminar, Washington, D.C. (May 4, 2017). Presenters:
Peter B. Miller, Paul M. Rosen, Evan D. Wolff, and Kate M. Growley.

e "Information Sharing," Seatrade Cruise Global, Fort Lauderdale, FL (March 2017). Speaker: Paul M.
Rosen.

e "Cyber Security," Seatrade Cruise Global, Fort Lauderdale, FL (March 2017). Speaker: Paul M. Rosen.

e "Legal Quick Hit: Hacking, Encryption, and Privacy: Where Will a Trump Administration Go?"
Association of Corporation Counsels Teleconference (March 2017). Speaker: Paul M. Rosen.

e "Emerging Threats and Opportunities in Cyber Security: Government and Business Deploy Policies and
Infrastructure to Counter Threats," Imperial Capital Security Investor Conference, New York, NY
(December 2016). Speaker: Paul M. Rosen.

e "Swearing-in and Remarks," United States Memorial Holocaust Museum, Washington, D.C (November
2016). Speaker: Paul M. Rosen.

e "The Insider Threat: Managing Risk in the Digital Age," Luncheon and Roundtable Discussion with
Corporate Chief Information Security Officer, New York, NY (October 2016). Speaker: Paul M. Rosen.

e "QOath of Allegiance and Remarks," Special Naturalization Ceremony, United States Memorial
Holocaust Museum, Washington, D.C. (June 2016). Speaker: Paul M. Rosen.

Publications

e "The California Privacy Rights Act: Understanding California’s Latest Voter-Approved Consumer Data
Privacy Law And Its Impact On The CCPA," OC Lawyer (March 2, 2021). Authors: Paul M. Rosen, Kristin
J. Madigan, and Christy Markos.

e "CARES Act Compliance, Oversight And Investigations: A Basic Checklist For Business," Forbes (April
28, 2020). Author: Paul M. Rosen.

e "What Happens With Contracts Amid The COVID-19 Pandemic?" Forbes (March 26, 2020). Author:
Paul M. Rosen.
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e "The Self Driving And Sharing Economy: How Regulation May Drive The Transportation Revolution In
2020 And Beyond," Forbes (February 12, 2020). Author: Paul M. Rosen.

e "Responding To The Coronavirus: Lessons Learned From The Fight Against Ebola," Forbes (January 29,
2020). Author: Paul M. Rosen.

e "ATangled Web: How the Internet of Things and Al Expose Companies to Increased Tort, Privacy, and
Cybersecurity Litigation," Crowell & Moring's Litigation Forecast 2020 (January 22, 2020).
Contributors: Jeffrey L. Poston, Cheryl A. Falvey, Evan D. Wolff, Paul M. Rosen, Jennifer S. Romano,
Kristin J. Madigan, Gabriel M. Ramsey, and Laurence Winston.

e "National Security And Business Deals: What Every Company Needs To Know About CFIUS," Forbes
(September 25, 2019). Author: Paul M. Rosen.

e '"Living In A Twitter World: Focusing On News That Matters In A Digital Age," Forbes (August 1, 2019).
Author: Paul M. Rosen.

e '"lLegal Landmines And Patchworks: The State Of Privacy And Cybersecurity Compliance For Business,"
Forbes (May 15, 2019). Author: Paul M. Rosen.

e '"Lessons From The House Report On The Equifax Breach," Pratt's Privacy & Cybersecurity Law (April
2019). Authors: Jeffery L. Poston, Paul M. Rosen, and Lee Matheson.

e "Seventh Circuit Wades into Big Data Case Law," Crowell & Moring's Data Law Insights (March 28,
2019). Authors: Paul M. Rosen, Kate M. Growley, CIPP/G, CIPP/US and Joanne Oleksyk.

e "Varsity Blues: How Universities Can Protect Themselves In The Wake Of The Admissions Scandal,"
Forbes (March 19, 2019). Authors: Paul Rosen.

e "DOJ Resets Bar for Corporate-Cooperation Credit and Shifts Emphasis in False Claims Act Cases from

Individual Accountability to Monetary Recovery," Westlaw Journal Government Contracts (January 15,
2019). Authors: William S.W. Chang, Laura M. Kidd Cordova, Stephen M. Byers, Brian Tully
McLaughlin, Paul Rosen, David W. O'Brien, Spencer Churchill, and Bridget Carr.

e "2019: The Year Of The Investigation, From Mueller to #MeToo And Beyond," Forbes (January 6,
2019). Author: Paul M. Rosen.

e "SEC Encourages Internal Accounting Controls to Guard Against Cyber Fraud," Crowell & Moring's
Data Law Insights (November 8, 2018). Authors: Paul M. Rosen, Daniel L. Zelenko, Kate M. Growley,
CIPP/G, CIPP/US, Michael G. Gruden, CIPP/G, and Paul C. Mathis.

e "Now That The Democrats Have Won The House, Who Will They Investigate And How?" Forbes
(November 7, 2018). Author: Paul M. Rosen.

e "Finally, Cyber Help For Small Businesses Is On Its Way," Law360 (October 1, 2018). Authors: Evan D.
Wolff, Paul M. Rosen, Kate M. Growley, and Michael Gruden.

e "A New Privacy And Data Control Framework In California," Thomson Reuters Westlaw (August 14,
2018). Authors: Jeffrey L. Poston, Paul M. Rosen, Maarten Stassen, and Joshua T. Foust.

e "Prepared For The Hack: Demystifying Cybersecurity For Corporate Executives," Corporate Counsel
(May 31, 2018). Authors: Lynn Haaland, and Paul M. Rosen.
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e "No Reasonable Suspicion Required for Forensic Searches of Electronic Devices at the Border,"
Crowell & Moring's International Trade Law (May 25, 2018). Authors: Kelly T. Currie, Rebecca Monck
Ricigliano, Paul M. Rosen, Joel Mallord and Christopher D. Garcia.

e "Cybersecurity Q&A With Crowell & Moring's Paul Rosen," NAWRB (May 10, 2018). Author: Paul M.
Rosen.

e '"Enforcement — Despite a Softening in Regulations, Enforcement Continues," Crowell & Moring's
Regulatory Forecast 2018 (February 2018). Contributors: Paul Rosen and Laura Cordova.

e "Is Government Data at Risk? Study Finds Industry Cybersecurity Lagging Government," Crowell &
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(January 25, 2018). Author: Paul Rosen.
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Crowell & Moring's Litigation Forecast 2018 (January 2018). Contributors: Cheryl Falvey, Paul Rosen,
Cari Stinebower, Ryan Tisch, and Kent Goss.

e "Navigating Cross-Border Criminal Enforcement and 'Allen'" The National Law Journal (December 29,
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Rosen, Evan D. Wolff, Maida Oringher Lerner, Michael G. Gruden, CIPP/G

e "Treasury Agencies Issue Virtual Currency Sanctions Compliance Guidance and Ransomware Trends
Statistics," International Trade Bulletin (November 15, 2021). Contacts: Caroline E. Brown, Carlton
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e "Don't be that Victim: The Critical Need for Ransomware Response Plans," Privacy Law Alert (June 23,
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Maida Oringher Lerner
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U.S. Cybersecurity," Privacy Law Alert (May 13, 2021). Contacts: Evan D. Wolff, Kate M. Growley,
CIPP/G, CIPP/US, Gabriel M. Ramsey, Paul M. Rosen, Michael G. Gruden, CIPP/G, Maida Oringher
Lerner
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(February 1, 2021). Contacts: Caroline E. Brown, Kate M. Growley, CIPP/G, CIPP/US, Paul M. Rosen,
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e "CCPA 2.0? California Adopts Sweeping New Data Privacy Protections," Privacy Law Alert (November
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e "California Approves Final CCPA Regulations," Privacy Law Alert (August 17, 2020). Contacts: Kristin J.
Madigan, CIPP/US, Jeffrey L. Poston, Paul M. Rosen, Maida Oringher Lerner

e "Senate Judiciary Committee Hearing Highlights COVID-19 Enforcement Trends and Priorities,"
Government Contracts Bullet Points (June 12, 2020). Contacts: Peter Eyre, Rebecca Monck Ricigliano,
Paul M. Rosen, Rina M. Gashaw

e "DOJ Charges Individual for Using COVID-19 Paycheck Protection Program for Personal Expenses,"
White Collar Alert (May 27, 2020). Contacts: Amy Laderberg O'Sullivan, Rebecca Monck Ricigliano,
Paul M. Rosen

e "Prosecutors in New York and Texas Charge Individuals for Defrauding COVID-19 Relief Programs,'
White Collar Alert (May 22, 2020). Contacts: Amy Laderberg O'Sullivan, Rebecca Monck Ricigliano,
Paul M. Rosen, Daniel L. Zelenko, Laura Schwartz

e "COVID-19 Enforcement Actions Surrounding Stimulus Funds," White Collar Alert (May 7, 2020).
Contacts: Amy Laderberg O'Sullivan, Rebecca Monck Ricigliano, Paul M. Rosen, Daniel L. Zelenko,

Laura Schwartz

e ""Authorized Access": The Supreme Court’s First Foray Into The Computer Fraud And Abuse Act,"
Litigation Alert (April 22, 2020). Contacts: Stephen M. Byers, Jeffrey L. Poston, Gabriel M. Ramsey,
Paul M. Rosen

e '"Tele-Hacking: Video Conference Hijacking and Steps You Can Take To Mitigate The Risk and
Respond," Privacy Law Alert (April 3, 2020). Contacts: Evan D. Wolff, Paul M. Rosen, Gabriel M.
Ramsey, Kate M. Growley, CIPP/G, CIPP/US, Matthew B. Welling

e "CARES Act Means Welcome Relief for Many, But Not Without Plenty of Scrutiny for Those Who
Partake," White Collar Alert (April 3, 2020). Contacts: Kelly T. Currie, James G. Flood, Thomas A.
Hanusik, Rebecca Monck Ricigliano, Paul M. Rosen

e "CCPA Enforcement on Track for July 1, 2020: Breaking Down the Latest Revisions to CCPA Proposed
Regulations," Privacy Law Alert (April 1, 2020). Contacts: Jeffrey L. Poston, Kate M. Growley, CIPP/G,
CIPP/US, Paul M. Rosen, Kristin J. Madigan, CIPP/US

e "DOJ Begins Targeting COVID-19 Fraud Schemes," White Collar Alert (March 20, 2020). Contacts: Paul
M. Rosen, Derek A. Hahn

e "And So It Begins: The First CCPA Class Action," Privacy Law Alert (March 20, 2020). Contacts: Jeffrey
L. Poston, Nathanial J. Wood, Paul M. Rosen, Kristin J. Madigan, CIPP/US, Gabriel M. Ramsey

e "Cybersecurity and Infrastructure Security Agency Issues Guidance on “Essential” Critical
Infrastructure Workers During COVID-19," (March 19, 2020). Contacts: Paul M. Rosen, Evan D. Wolff,
Laura J. Mitchell Baker

e "Ensuring Cybersecurity When Organizations Consider Teleworking and Remote Access," Privacy Law
Alert (March 11, 2020). Contacts: Jeffrey L. Poston, Paul M. Rosen, Matthew B. Welling, Evan D. Wolff,
Maida Oringher Lerner

e "New Rules Combating Trafficking in Counterfeit and Pirated Goods Impact E-Commerce,"
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e "California Attorney General Releases Proposed Updates to CCPA Regulations," Privacy Law Alert
(February 11, 2020). Contacts: Kristin J. Madigan, CIPP/US, Jeffrey L. Poston, Paul M. Rosen

e "Coronavirus: DHS Announces New Travel Restrictions on Certain Inbound U.S. Flights and Travelers

from China, Including Medical Screening and Quarantine," International Trade Bulletin (February 3,
2020). Contacts: Evan Y. Chuck, Robert Holleyman, Paul M. Rosen, Nicole Janigian Simonian, Alex

Rosen

e "NIST Floats Revised IoT Guidance as California Law Goes Into Effect," Privacy Law Alert (January 28,
2020). Contacts: Cheryl A. Falvey, Kate M. Growley, CIPP/G, CIPP/US, Kristin J. Madigan, CIPP/US,
Jeffrey L. Poston, Paul M. Rosen, Paul C. Mathis

e "California’s Landmark Privacy Law Now in Effect," Privacy Law Alert (January 13, 2020). Contacts:
Jeffrey L. Poston, Paul M. Rosen, Kristin J. Madigan, CIPP/US, Brandon C. Ge

e "Proposed CCPA Regulations from California Attorney General: Part IV — Service Providers & Financial
Incentives," Privacy Law Alert (December 9, 2019). Contacts: Kristin J. Madigan, CIPP/US, Paul M.
Rosen, Jeane A. Thomas, CIPP/E

e "United States Attorney for the Eastern District of Virginia Talks Procurement Fraud, Compliance and
DOJ’s New Procurement Collusion Strike Force," Government Contracts Bullet Points (December 6,
2019). Contacts: Paul M. Rosen, Alexis Victoria DeBernardis

e "Proposed CCPA Regulations from California Attorney General: Part Il — An Analysis of the
Requirement to Verify Consumer Requests and Parental Consents," Privacy Law Alert (November 13,
2019). Contacts: Kristin J. Madigan, CIPP/US, Paul M. Rosen, Jeane A. Thomas, CIPP/E

e "Proposed CCPA Regulations from California Attorney General: Part Il -- An Analysis of Handling
Consumer Requests under the CCPA," Privacy Law Alert (October 18, 2019). Contacts: Jeane A.
Thomas, CIPP/E, Paul M. Rosen, Kristin J. Madigan, CIPP/US

e "UPDATE: California Governor Signs CCPA, Data Breach Amendments," Privacy Law Alert (October 17,
2019). Contacts: Kristin J. Madigan, CIPP/US, Paul M. Rosen

e "Proposed CCPA Regulations from California Attorney General Just Issued: Part | — An Analysis of
Required Consumer Notice," Privacy Law Alert (October 15, 2019). Contacts: Kristin J. Madigan,
CIPP/US, leffrey L. Poston, Paul M. Rosen

e "Final CCPA Amendments Move to Governor’s Desk," Privacy Law Alert (September 20, 2019).
Contacts: Kristin J. Madigan, CIPP/US, Jeffrey L. Poston, Paul M. Rosen

e "State and Federal Agencies Look to Contractors in the Wake of Hurricane Dorian," Government
Contracts Bullet Points (September 5, 2019). Contacts: Peter Eyre, Stephen J. McBrady, Amy
Laderberg O'Sullivan, Paul M. Rosen

e "California Considers Bill to Expand CCPA," Privacy Law Alert (March 1, 2019). Contacts: Paul M.
Rosen, Jeffrey L. Poston, Kristin J. Madigan, CIPP/US

e "California Department of Justice Announces Public Forums on California Consumer Privacy Act
(CCPA) as Part of Rulemaking Process," Privacy Law Alert (January 4, 2019). Contacts: Kate M.
Growley, CIPP/G, CIPP/US, Kristin J. Madigan, CIPP/US, Jeffrey L. Poston, Paul M. Rosen
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e "GAO Recommends Enhancements to TSA's Cyber and Physical Security Programs," Privacy Law Alert
(January 3, 2019). Contacts: Paul M. Rosen, Matthew B. Welling, Evan D. Wolff, Maida Oringher
Lerner

e "Lessons From the House Report on the Equifax Breach," Privacy Law Alert (December 20, 2018).
Contacts: Kate M. Growley, CIPP/G, CIPP/US, Kristin J. Madigan, CIPP/US, Jeffrey L. Poston, Paul M.
Rosen, Evan D. Wolff

e "DOJ Resets Bar for Corporate-Cooperation Credit and Shifts Emphasis in False Claims Act Cases from
Individual Accountability to Monetary Recovery," White Collar Alert (November 30, 2018). Contacts:
Stephen M. Byers, Kelly T. Currie, Brian Tully McLaughlin, David W. O'Brien, Paul M. Rosen, Bridget
Carr

e "Now That The Democrats Have Won The House, Who Will They Investigate And How?," Government
Contracts Bullet Points (November 12, 2018). Contacts: Paul M. Rosen, James G. Flood, W. Scott
Douglas

e "CFIUS Pilot Program Initiates Mandatory Notice of Foreign Investment in Certain Sectors,"
International Trade Bulletin (October 17, 2018). Contacts: Alan W. H. Gourley, Robert Holleyman,
Adelicia R. Cliffe, Paul M. Rosen

e "New National Cyber Strategy Outlines President's Cyber Agenda," Privacy Law Alert (October 5,
2018). Contacts: Evan D. Wolff, Paul M. Rosen, Kate M. Growley, CIPP/G, CIPP/US, Michael G. Gruden,
CIPP/G

e ‘"State and Federal Agencies Look to Contractors in the Wake of Hurricane Florence," Government
Contracts Bullet Points (September 14, 2018). Contacts: Peter Eyre, David J. Ginsberg, Stephen J.
McBrady, Amy Laderberg O'Sullivan, Paul M. Rosen

e "The Month in International Trade — August 2018," International Trade Bulletin (September 11, 2018).
Contacts: Jeffrey L. Snyder, Frances P. Hadfield, Edward Goetz, Daniel Cannistra, Robert Holleyman,
Robert L. LaFrankie, Ru Xiao-Graham, Evan Yu, Michelle J. Linderman, John B. Brew, Aaron Marx,
Adelicia R. Cliffe, Alan W. H. Gourley, Paul M. Rosen

e "Second Circuit Rejects Government’s Attempt to Expand the Extraterritorial Reach of the FCPA
Utilizing Accomplice and Conspiracy Liability," White Collar Alert (August 29, 2018). Contacts: Kelly T.
Currie, Alan W. H. Gourley, Thomas A. Hanusik, Paul M. Rosen, Derek A. Hahn

e "Finally Heard — Cyber Help for Small Businesses is on Its Way," Government Contracts Bullet Points
(August 22, 2018). Contacts: Evan D. Wolff, Paul M. Rosen, Kate M. Growley, CIPP/G, CIPP/US,
Michael G. Gruden, CIPP/G

e "FY 2019 NDAA — Cyber Focus," Government Contracts Bullet Points (August 20, 2018). Contacts: Evan
D. Wolff, Paul M. Rosen, Maida Oringher Lerner, Kate M. Growley, CIPP/G, CIPP/US, Michael G.
Gruden, CIPP/G

e "U.S. National Security Review of Foreign Investment: Revisions to CFIUS Legislation Signed Into Law,"
Government Contracts Bullet Points (August 17, 2018). Contacts: Adelicia R. Cliffe, Alan W. H. Gourley,
Paul M. Rosen
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¢, Crowell

e "Deliver Uncompromised — or Else? DoD Considers Elevating Security in its Procurement Process,"
Government Contracts Bullet Points (August 14, 2018). Contacts: Adelicia R. Cliffe, Peter Eyre, Paul M.
Rosen, Evan D. Wolff, Kate M. Growley, CIPP/G, CIPP/US

e "Congress Seeks to Secure Federal IT Systems," Government Contracts Bullet Points (August 3, 2018).
Contacts: Peter Eyre, Evan D. Wolff, Paul M. Rosen

e "Time is not on the SEC's Side: EDNY Issues New Statute of Limitations Ruling in the Wake of Kokesh,"
White Collar Alert (July 17, 2018). Contacts: Thomas A. Hanusik, Rebecca Monck Ricigliano, Daniel L.
Zelenko, Paul M. Rosen, Nimrod Haim Aviad

e "A New Privacy and Data Control Framework in California," Privacy Law Alert (June 29, 2018).

Contacts: Christopher A. Cole, Robert Holleyman, Jeffrey L. Poston, Paul M. Rosen, Maarten Stassen,
Evan D. Wolff, Michael G. Gruden, CIPP/G

e "Relying On 'Seismic Shifts In Digital Technology,' Supreme Court Requires Probable Cause For
Historical Cellphone-Location Data," White Collar Alert (June 25, 2018). Contacts: Nimrod Haim Aviad,
Kate M. Growley, CIPP/G, CIPP/US, Rebecca Monck Ricigliano, Paul M. Rosen, Christopher D. Garcia

e "NIST Offers a Two-for-One Special on Cybersecurity Updates," Government Contracts Bullet Points
(June 20, 2018). Contacts: Paul M. Rosen, Evan D. Wolff, Maida Oringher Lerner, Kate M. Growley,
CIPP/G, CIPP/US, Michael G. Gruden, CIPP/G

e "Eleventh Circuit Reins in the Federal Trade Commission," Privacy Law Alert (June 12, 2018). Contacts:
Jeffrey L. Poston, Paul M. Rosen, Christopher A. Cole

e "Another Circuit Weighs in on Border Search Authority Creating Circuit Split," White Collar Alert (May
25, 2018). Contacts: Kelly T. Currie, Rebecca Monck Ricigliano, Paul M. Rosen, Christopher D. Garcia

e "New DOJ Policy Encourages Coordination Among Regulators To Limit "Piling On" Corporate
Penalties," White Collar Alert (May 10, 2018). Contacts: Kelly T. Currie, Thomas A. Hanusik, Rebecca
Monck Ricigliano, Paul M. Rosen, Lisa Nicole Umans

e "National Archives Issues Non-FAR-Based Guidance for Controlled Unclassified Information,"
Government Contracts Bullet Points (February 13, 2018). Contacts: Evan D. Wolff, Paul M. Rosen, Kate
M. Growley, CIPP/G, CIPP/US, Michael G. Gruden, CIPP/G

e ‘"Searches of Electronic Devices at the Border Increase Nearly 60 Percent; DHS Issues Updated Border
Search Policy," Government Contracts Bullet Points (January 8, 2018). Contacts: Paul M. Rosen, Kelly
T. Currie, Christopher D. Garcia

e "DOIJ Tells Prosecutors to Gather Information from Subject Companies Before Approaching Cloud
Service Providers," White Collar Alert (December 19, 2017). Contact: Paul M. Rosen

e "The Month in International Trade — November 2017," International Trade Bulletin (December 7,

2017). Contacts: Jeffrey L. Snyder, Frances P. Hadfield, Edward Goetz, Robert Holleyman, Evan Yu,
Adelicia R. Cliffe, Alan W. H. Gourley, David (Dj) Wolff, Eduardo Mathison, Kelly T. Currie, Stephen M.
Byers, Paul M. Rosen, John B. Brew, Ryan MacFarlane

e "No Post-Thanksgiving Break for Cyber — DoD and NIST Publish New Guidance," Government
Contracts Bullet Points (December 1, 2017). Contacts: Kate M. Growley, CIPP/G, CIPP/US, Paul M.
Rosen, Evan D. Wolff, Michael G. Gruden, CIPP/G
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¢, Crowell

e "DOJ Creates Presumption of Corporate Declination in FCPA Cases," White Collar Alert (November 30,
2017). Contacts: Kelly T. Currie, Stephen M. Byers, Paul M. Rosen

e "Gag Orders on Tech Companies: A Higher Burden on Prosecutors," Privacy Law Alert (November 20,
2017). Contacts: Kate M. Growley, CIPP/G, CIPP/US, Paul M. Rosen, Christopher D. Garcia

e "To Disclose or Not To Disclose: Federal Government & Cybersecurity Vulnerabilities," Government
Contracts Bullet Points (November 16, 2017). Contacts: Evan D. Wolff, Paul M. Rosen, Matthew B.
Welling, Michael G. Gruden, CIPP/G

e "DOT and NHTSA Release New “2.0” Guidance for Automated Vehicles," (September 14, 2017).
Contacts: Paul M. Rosen, Matthew Cohen, Kate M. Growley, CIPP/G, CIPP/US

e "State and Federal Agencies Look to Contractors in the Wake of Hurricane Harvey," Government
Contracts Bullet Points (August 30, 2017). Contacts: Stephen J. McBrady, Amy Laderberg O'Sullivan,
Peter Eyre, Paul M. Rosen

e "Risks Posed by Third Party Vendors Increasingly a Challenge for Businesses," Privacy Law Alert
(August 23, 2017). Contacts: Paul M. Rosen, Jeffrey L. Poston, Evan D. Wolff

e "DOJ Asks Supreme Court to Resolve Split Over Its Ability to Compel Foreign Records," White Collar
Alert (August 21, 2017). Contacts: Nimrod Haim Aviad, Paul M. Rosen, Christopher D. Garcia

e "DoD Meets Contractors Half-Way at Industry Information Day," Government Contracts Bullet Points
(June 28, 2017). Contacts: Evan D. Wolff, Paul M. Rosen, Maida Oringher Lerner, Kate M. Growley,
CIPP/G, CIPP/US

e "Summary of the PRC Cybersecurity Law," Privacy Law Alert (May 31, 2017). Contacts: Jeffrey L.
Poston, Paul M. Rosen, Evan D. Wolff, Brandon C. Ge

e "President Issues Executive Order to Strengthen Cybersecurity of Federal Networks and U.S. Critical
Infrastructure," (May 12, 2017). Contacts: Evan D. Wolff, Paul M. Rosen, Maida Oringher Lerner,
Justin Kingsolver

Press Coverage

e ‘More Severe and Punitive’ — DOJ Has Companies, Individuals in Focus
November 22, 2021 — Agenda

e Apple s Said To Have Turned Over Data On Trump’s White House Counsel In 2018
June 13, 2021 — The New York Times

e COVID-19 Vaccine Hacking May Prompt Data Security Rethink
July 24, 2020 — Law360
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https://www.crowell.com/NewsEvents/AlertsNewsletters/all/DOJ-Creates-Presumption-of-Corporate-Declination-in-FCPA-Cases
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/Gag-Orders-on-Tech-Companies-A-Higher-Burden-on-Prosecutors
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/To-Disclose-or-Not-To-Disclose-Federal-Government-Cybersecurity-Vulnerabilities
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/DOT-and-NHTSA-Release-New-20-Guidance-for-Automated-Vehicles
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/State-and-Federal-Agencies-Look-to-Contractors-in-the-Wake-of-Hurricane-Harvey
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/Risks-Posed-by-Third-Party-Vendors-Increasingly-a-Challenge-for-Businesses
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/DOJ-Asks-Supreme-Court-to-Resolve-Split-Over-Its-Ability-to-Compel-Foreign-Records
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/DoD-Meets-Contractors-Half-Way-at-Industry-Information-Day
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/Summary-of-the-PRC-Cybersecurity-Law
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/President-Issues-Executive-Order-to-Strengthen-Cybersecurity-of-Federal-Networks-and-US-Critical-Infrastructure
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/President-Issues-Executive-Order-to-Strengthen-Cybersecurity-of-Federal-Networks-and-US-Critical-Infrastructure
https://www.agendaweek.com/c/3404364/433204
https://www.agendaweek.com/c/3404364/433204
https://www.agendaweek.com/c/3404364/433204
https://www.nytimes.com/2021/06/13/us/politics/justice-department-apple-donald-mcgahn.html
https://www.crowell.com/files/20200724-COVID-19-Vaccine-Hacking-May-Prompt-Data-Security-Rethink.pdf
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e Today Programme (March 13, 2020)
March 13, 2020 — BBC Radio

e The Coronavirus Threat w/Paul Rosen
February 26, 2020 — KGO 810

e How Coronavirus Could Disrupt the Auditing of Companies
February 3, 2020 — The Wall Street Journal

e 'Dark Overlord' Hack Shows Mounting Cyber Risks For Law Firms
January 7, 2019 — American Lawyer

e Research: Smart Cities Are Dumb On Defense
August 9, 2018 — POLITICO

e UK Regulators Probe For Cyber Incident Recovery Plans
July 6, 2018 — The Wall Street Journal

e (Cybersecurity Q&A With Crowell & Moring's Paul Rosen
May 10, 2018 — NAWRB

e To Pay Or Not To Pay: A Case Study Of Atlanta's Citywide Ransomware Attack
March 28, 2018 — The American Lawyer

e Biggest Gamble After A Ransomware Attack? Actually Paying The Ransom
March 16, 2018 — Legaltech News

e 6 Cyber and Privacy Suits We're Watching
March 15, 2018 — Legaltech News

e Equifax Insider Trading Charges Show Need For Action Plan
March 15, 2018 — Law360

e Statutory Interpretation, Not Tech Specifics, Likely To Decide U.S. v. Microsoft
March 5, 2018 — LegalTech news

e Supreme Court To Hear Arguments In Global Digital Privacy Case
February 26, 2018 — POLITICO
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e Microsoft Takes Data-Privacy Debate To Supreme Court, And Congress
February 26, 2018 — Seattle Times

e The Top 5 Strategies Behind Law Firms' Lateral Hiring-And Whether They Work
January 28, 2018 — American Lawyer

e Big Data Drives Innovation And New Risks For GCs
January 9, 2018 — Law360

e National Law Journal's Cybersecurity & Data Privacy Trailblazers
November 1, 2017 — The National Law Journal

e Los Angeles Business Journal Leaders in Law
October 30, 2017 — Los Angeles Business Journal

e Yahoo Hack Highlights Limits of Post-Breach Investigations; Organizations that fall victim to data

breaches often find themselves in the difficult position of trying to be as transparent as possible

without giving customers and regulators incorrect information.
October 11, 2017 — WSJ Pro Cybersecurity

e Crowell & Moring Adds Arent Fox IP Duo In California
October 11, 2017 — The Recorder

e What Could Equifax CLO John Kelley Have Done Differently?
October 11, 2017 — InsideCounsel

e SEC Hacking Disclosure Fell Short Of Its Own Guidance
September 22, 2017 — Financial Times

e SEC Hack Raises Tech And Legal Concerns
September 22, 2017 — Wall Street Journal

e Cyber Security: Media Companies Cannot Afford To Ignore Risks
September 16, 2017 — IBC365

e FBI Looking Into Equifax Data Breach
September 8, 2017 — Wall Street Journal

Attorney advertising—prior results do not guarantee a similar outcome.
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¢, Crowell

e Trump's Focus On Hurricane Harvey Intensifies As Monster Storm Approaches Texas
August 25, 2017 — The Washington Post

e Trump Administration Prepares For Hurricane Harvey
August 25, 2017 — The New York Times

e |nternet of Things Bill May Be Double-Edged Sword For Contractors
August 1, 2017 — Bloomberg BNA Federal Contracts Report

e How The DHS Responds To Cyberthreats, And What Businesses Can Learn
July 27, 2017 — TechRepublic

e \What Happens At The Government When A Cybersecurity Threat Is Identified?
July 24, 2017 — TechRepublic

e Traveler Angst, New Protocols Free Airlines From Laptop Ban
July 20, 2017 — Law360

e Australian Companies Under 'Constant' Cyber Attack, Says Security Company Crowdstrike
July 15, 2017 — Australian Broadcasting Corporation

e 5 Things To Know About Ransomware Attacks
June 28, 2017 — Law360

e Defending Against The Rising Threat Of Ransomware In The Wake Of WannaCry
May 31, 2017 — The Cybersecurity Law Report

e Crowell & Moring Hires Homeland Security Lawyer in Los Angeles
May 2, 2017 — The Wall Street Journal

e Former Federal Prosecutor and Homeland Security Executive Joins Crowell & Moring
— Daily Journal

e No Honor Among Thieves: A Cyber Conundrum
— Corporate Counsel Magazine
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Press Releases

e The Daily Journal Names Paul Rosen to 2020 “Top White Collar Lawyers” List (December 9, 2020)
e Crowell & Moring Launches Procurement Collusion Strike Force Response Team (December 9, 2019)

e Global Investigations Review Names Crowell & Moring’s White Collar & Regulatory Enforcement
Group to “GIR 100” Fifth Year in a Row (November 5, 2019)

e Super Lawyers Recognizes 82 Crowell & Moring Lawyers Across United States (September 20, 2019)

e [aw360 Names Crowell & Moring's Government Contracts Group a "Practice Group of the Year" for
the Ninth Consecutive Year (February 22, 2019)

e Crowell & Moring Partners Paul Rosen and Carlton Greene Honored with Burton Awards' 'Law360
Distinguished Legal Writing Award' (March 27, 2018)

e Crowell & Moring's Paul Rosen Recognized as Los Angeles Business Journal's Cyber Security Attorney
of the Year and National Law Journal's Cybersecurity & Data Privacy Trailblazer (November 3, 2017)

e Crowell & Moring’s Paul Rosen Named a Fall Fellow of The Homeland Security Project at Harvard
Kennedy School’s Belfer Center for Science and International Affairs (September 18, 2017)

e Former Homeland Security Chief of Staff and Federal Prosecutor Paul M. Rosen Joins Crowell &
Moring as Partner (May 2, 2017)

Attorney advertising—prior results do not guarantee a similar outcome. Paul M. Rosen
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